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= 1. Objetivo &

1. Descrever os procedimentos para instalagdo do Gpg4win
2. Criagao das chaves de criptografia
3. Como criptografar e descriptografar arquivos usando o Gpg4win.

m 2. Areas de Aplicacao 4
Este procedimento se aplica a Gestdo de Nucleo de Atendimento.

m 3. Gestor deste POP &

Gerente de Atendimento.

m 4. Referéncias &

Nao se aplica.

m 5. Descricao 4

O instalador do Gpg4win esta disponivel nos link’s abaixo:

http://www.gpg4win.org/index.html

\sf038341\utilitarios$\GPG4Win
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Instalacao do Gpg4Win

1. Execute o instalador do Gpg4win:

gapg<kwin-2. 1. 1.exe

2. Na janela inicial escolha o idioma “Portugués” e clique em OK:

Installer Language ) x|

i i Please choose a language for the setup.
Bitte die Sprache des

Installations-Vorgangs angeben.

3. Clique em “Seguinte” nas 2(duas) janelas seguintes:

® Instalacio de Gpgdwin o [=] |

Bem-vindo a instalagio do Gpg4win

O Gpg4win € um pacote de instalagdo Windows para
encriptacdo de e-mails e ficheiros usando o componente core
do GnuPG para Windows. Ambos os standards relevantes de
criptografia sdo suportados, OpenPGP e S/MIME. O Gpa4win
e o software induido s3o Software Livre,

Cliqgue em 'Seguinte’ para continuar.

Esta € a versdo do Gpg9Wwin 2.1.1
versdo do ficheiro 2.1.1.43292

data de lancamento 2013-05-25
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¥ Instalacio de Gpgdwin

ublic License {GPL).

Contrato de Licenga
\ @ Este software estd licendiado sob os termos da GMU General
3 P

=10 =]

Tecde Page Down para ver o re

stante da licenca.

GNU GE

MERAL PUBLIC LICENSE

Wersion 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.

Preamble

_The licenses for most software are designed to take away your

B

=

Em suma: E permitido usar este software para quaisquer fins. Podes distribuiHo desde que
dés aos destinatarios os mesmos direitos que recebeste.

< Anterior W

Sisterna de Instalacao Hullsaft vz,

A6

4. Na janela seguinte desmarque as opgdes destacadas abaixo e clique em “Seguinte”:

b Instalagio de Gpgdwin

20

Escolha de Componentes

Escolha quais as caracteristicas do Gpgdwin gue deseja instalar,

=10] %]

Margue os componentes que deseja instalar e desmargue os componentes que ndo deseja
instalar. Cliqgue em 'Sequinte’ para continuar,

Escolha os componentes para
instalar:

Espaco necessario: 95.2MB

Sistema de Instalacan Mullsaft ve 46-7

GnuPG
Kleopatra

] Claws-Mail
Gpg4win Compéndio

r Descricdo
Posicione o rata sobre
i CarnEenente gara
YEF & 5Ua descrcan,

< Anterior W
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5. Na Janela seguinte escolha o local de instalagdo do Gpg4win e clique em “Seguinte”:

¥ Instalacio de Gpgawin ] o ] A
s

Escolha do Local da Instalagse
\ @ E=zcolha a pasta na gual deseja instalar o Gpg4win,

0 Gpg4win serd instalado na seguinte pasta. Para instalar numa pasta diferente, dique em
‘Procurar..." e escolha outra pasta. Clique em 'Seguinte’ para continuar.

Procurar. .. |

"Pasm de Destino

Espaco necessario: 95, 2MB
Espaco disponivel: 112.8GB

Siskerna de Instalacdo ullsoft w2, 46-7

6. Clique em “Seguinte” nas telas a seguir e aguarde a instalagdo do Gpg4win e clique em “Seguinte”:

% Instalacdo de Gpgawin i —10] =]

Opcies de instalagio
\ @ Atalhos de inido

Por faveor selecciona onde o Gpg49win devera instalar atalhos:

™ Ambiente de trabalho
™ Barra de Inicio Rapido

{Apenas os programas terdo atalhos na barra de inicio rapido.)

Sistema de Instalacdo Mullsoft w2, 46-7
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% Instalacio de Gpgawin ==
v
Ezcolha uma Pasta do Menu Iniciar
\ @ Escolha uma pasta do Menu Iniciar para os atalhos do programa.
Seledone uma pasta do Menu Iniciar em que deseja criar os atalhos do programa. Vocé pode
também digitar um mome para criar uma nova pasta.

5pg li]

Accessories -
Administrative Tools
Camtasia Studio 6

Cisco Networking Academy
Computer Associates

DAC

DAE10

DAEZ20

DivX

FileViewPro

Games

GMRE =l

Sistema de Instalacgo MNullsaft v2,46-7

) Instalacio de Gpg4win o [ |
Instalando

v
Q\ @ Por favor, aguarde enguanto o Gpg4win estd sendo instalado.

Extraindo: versioninfo.txt... 100%:

[ |

{ _Ver Detalhes

Sistema de Instalacan Mullsaft w2, 46-7

= Gnterior | Seguinte = I Cancelar |

¥ Instalacio de Gpgdwin P o= = |
o

B ——

A& instalacdo foi conduida com sucesso.
Conduido

Criando diretdrio: C:\ProgramDataMicrosoft\Windows\Start Menu\Programs\Gpg<9wi... ;I
Criando atalho: C:'ProgramData'MicrosoftiWindows\Start Menu\Programs\Gpggwint.. .
Criando atalho: C:YProgramDataMicrosoftiWindows\Start Menu'\Programs\Gpg9wint. ..
Criando atalho: C:'ProgramDataMicrosoftiWindows\Start Menu\ProgramsyGpggwint. . .
Criando atalho: C:YProgramDataMicrosoft\Windows\Start Menu\ProgramsiGpgawint...
Criando atalho: C:\ProgramDataMicrosoftiWindows\Start Menu\Programs\Gpgdwin'.. .
Criando atalho: C:YProgramDataMicrosoft\Windows\start Menu'\Programs\Gpgwint...
Criando desinstalador: C:\Program Files (x&8)YGMU\GNUPG\apgdwin-uninstall.exe

Criando atalho: C:YProgramDataMicrosoft\Windows\Start Menu\Programs\Gpgdwint.. .

Conduido j

Sistema de Instalacao Mullsoft vz 46-7

= Anterior
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7. Marque a opgao destacada e clique em “Seguinte”:

J\'Ir:j'lnstalagi'?'odeﬁpg4win _ _|EI|£|

Define trustable ot certificates
\\_ \ @ SMIME configuration

Gpg4win needs a list of root certificates which you trust,

e
(To use 5/MIME certificates for sign and encrypt, you have to define ﬂ
the trustability of X.509 root certificates.)

A root certificate (root CA) is used to chedk the validity of all
child certificates. If you trust the root certificate therby you
trust also all underlying certificates.

To avoid that each user must search and install the required root
certificates, and also check and authenticate the trustworthiness of ﬂ

Therewith you can use 5/MIME, the configuration is stringently required. Skip this
configuration only if you don't want to use S5/MIME.

S w

8. Desmarque a opgéo destacada e clique em “Terminar”:

I ¥ Root certificate defined or skip conﬁguraﬁonél

Sistema de Instalacadn Mullsaft w2, 46-7

¥ Instalacio de Gpg4awin _ o =] |

GP(;\\‘QMN Concluindo o Assistente de
Instalacao do Gpg4win

Gpg4win foi instalado no seu computadar.,

Cligue em Terminar para fechar este assistente.

[¥ Mostrar o ficheiro README;

Clica aqui para a homepage do projecto

< Anterior m
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Criacdo da Chave Privada com o Gpg4Win

1. Execute o GPA localizado no menu Iniciar:
. Gpgdwin
& oA < — IEL)
™ Kleopatra

e LIninstall

, Documentacdo

2. Ao abrir programa clique na opgao “Generate key now”:

-7 GNU Privacy Assistant - Key Manager - _|EI|1|

File Edit Keys Windows Server Help
e & & & ¢« O E | E—mal =
Renesh | FiedODmn the Ae manager]

Edit Delete Sign, Impert Export Brief Detailed Preferences

g Key Manager

‘l |Key]D‘|UserNamE -

A x|

You do not have a private key yet. Do you want
to generate one now (recommended) or do it
later?

Mo keys selected

Mo default key selected in the preferences.




Secretaria
da Fazenda

Procedimento Operacional Padrao

Versao: 1

Titulo: Instalagdo do Gpg4win

Coédigo:POP-GNA-25

3. Coloque o nome no local destacado e clique em “Forward”:

=10l x|

+* Generate key

Generate key

Please insert your full name,

! Your name will be part of the new key to make it easier
for others to identify keys.

Your Name: ||

4. Coloque o e-mail no local destacado e clique em “Forward”:

«* Generate key Ll =10l x|

Generate key
Ty Please insert your email address.
‘four email address will be part of the new key to make it

easier for others to identify keys. If you have several email
addresses, you can add further email addresses later,

Your Email Address:
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5. Na janela seguinte seleciona a opgéo destacada e clique em “Forward”:

=

Generate key

[t is recommended that you create a backup copy of your
ew key, once it has been generated.

Do you want to create a backup copy?

= {Create backup copy’ I

" Doitlater

Back |mﬂ1—

6. Na janela seguinte sera solicitada a frase secreta, a mesma tem que conter no minimo 10 caracteres e logo
apo6s sera solicitado a confirmagao da mesma:

x

& :
) Insira a frase secreta

B

Passphrase I SEBREREREE

quaity: [INNNEZEINNNI

oK Cancel |

x

’r} Flease re-enter this passphrase
| Passphrase I ----------l

oK Cancel |
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7. Na janela seguinte escolha o local onde sera salvo a cépia de backup das chaves de criptografia e clique em
“Save” e aguarde a confirmagéo e clique em “Close”:

«” Backup key to file

searet-key-6050AEEAREE

MName:

save in folder: 4 I |~ gustavo.lima.SFSEDE

x
Create Folder |

Flaces [ =] [vame e ISize IModiﬁed I =
7, Search [ .receitanet 22042013
& Recently Used = .tre 25/07/2012 —
[~ gustavo.lima.SFSEDE [ Contacts 27/05/2013
[ Desktop [ Desktop Yesterday at 15:27
& Disco Local (C:) [ Documents Yesterday at 15:14
~ GUSTAVOLIMA {D:) [~ Downloads 10228
& Gustavo Lima (E:) [ EVEREST Ultimate Edition Multilenguaje 5.50... 25/07/2012
- basedeconheciment... __| | Favorites 27/05/2013
o _gocts (\\sf038341. . [ HODCCacesso.serpro.gov.br 09/08/2012
= basedeconhedment... [ HODCChod. ati.pe.gov.br 10,05,/2013
& UTILITARIOSS (\\sf... [ HODData 13/05,/2013
& Blanilhas de Cantral LI =1 HODObjs 06/08/2012
e [ Links 27/05/2013 Ll

Generating backup of key: 6DS0AEEA

concel | W

W GPA Message

A copy of your secret key has been made to the file:

g This is sensitive information, and should be stored carefully
{for example, in a floppy disk kept in a safe place).

U:'Key.asc”

x|
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8. Na janela abaixo sera exibido as chaves existentes.

+” GNU Privacy Assistant - Key Manager i =1 9|

File Edit Keys Windows Server Help

e @ & & @& | ¢« O | o = | = 0
Edit Delete Sion Import Export Brief Detailed Preferences Refresh Files Clipboard Card
ﬁ Key Manager
- Key ID « | User Mame -

P GD5S0AEEA Gus reira de Lima <gus

The key has both a private and a public part
The key can be used for certification, signing and encryption.
User name: Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov.br>
Key ID: 6D50AEEA
Fingerprint: 74A4 C993 F738 015E 6750 A752 EDAF FO39 6D50 AEEA
Expires at: never expires
Owner Trust: Ultimate
Key validity: Fully Valid
Key type: RSA 2048 bits
Created at: 2013-07-02

Selected default key: 6DS0AEEA Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov. br>

9. Para exportar a chave de criptografia publica selecione a chave desejada e clique no menu “Keys > Export
Keys...”

MU Privacy Assistant - Key Manager " o =] |

Eile Edit | Keys __elp
s § Beren lo | % 2 > o
Edit Delete — Nenikey Cirl+i tailed Preferences Refresh Files Clipboard Card

& Delete keys
£ K

%5 Sign Keys...

Ke Set Owner Trust...

n &= Edit Private Key...

¢E ImportKeys...

The key has both a private and a public part
The key can be used for certification, signing and encryption.
User name: Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov.br>=
Key ID: 6D50AEEA
Fingerprint: 74A<4 C993 F73B 015E 6750 A752 EOAF F039 6D50 AEEA
Expires at: never expires
Cwner Trust: Ultimate
Key validity: Fully Valid
Key type: RSA 2043 bits
Created at: 2013-07-02

Selected default key: 6D50AEEA Gustavo Pereira de Lima <gustavo.lima @sefaz.pe.gov.br=
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10. Selecione um local para salvar a chave e clique em “Save”:

+" Export public keys to file -

Mame: ||

Savein folder: [T Please select 3 folder below

Places [ ~] fname ISiﬁModiﬁed = I;I
"\ Search [ Testes 11:50
%) Recently Used (=R 01/01/1930

[ gustawvo.lima. SFSEDE
[ Desktop

& Disco Local (Ct)

== GUSTAVOLIMA (D:)
&= Gustavo Lima (E:)

«# basedeconhedment...

w _gocts (\efD38341...

¥ basedeconhedment... —
& UTILITARIOSS (\\sf...

=+ Planilhas de Control...

& _Ponto_NUDSS (Vis... ™|
I -

11. Apods salvar a chave acesse a pagina https:/keyserver.pgp.com/vkd/GetWelcomeScreen.event e selecione
clique na opc¢ao destacada:

| PGP Global Directory - Windows Internet Explorer

=TS
O C = [© hvsiterserver sap-combiicetndeome: DI B [ B31[% [ || @ o G beecry B A
feguvo _Edtar Exbr _raentos _reramentss _Asca
- 3 ;I
EEE’ Global Directory & ?
Vorfied Key Service Hame  Help
R Search For Keys

search
Enter a name, email address, or key sdvanced

The PGP Global Directory is a free
P

ioe design:
trust the unive . Publish your key foday and allow ofhers to start
sending you

emove Your Key

R
Remove your key from
the searchable directory.

(7. Publish Your Key g ¢
P

searchable by the PGP
community.

Terms and Conditions | Key Verification Polic

© 19912008 PGP C.

[Fwo% -
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12. Na proxima pagina clique em “procurar” e selecione a chave de criptografia publica que foi exportada:

£ PGP Global Directory - Windows Internet Explorer
Arguivo

=Bl
x I_l {0} ag £23
Editar Exibir Favoritos Ferramentas  Ajuda
=]
EE&E Global Directory @ %
Verified Key Service’ Home Help.

" Upload your key to the PGP Global Directory - Verified Key Service by
\LVL' I either browsing to a file on your computer or pasting a key block.

Upload Key File

(CMkeys\mypublickey.asc)

(cancer) (ptoaa )

Terms and Conditions | Key Verification Policy | Download Verification Key | Submit Feedback

© 1991-2008 PGP Corporation. All Rights Reserved

R00% - 4

13. Sera exibido uma pagina de confirmagéo do upload da chave:

2 PGP Global Directory - Windows Internet Explorer
@- [@ nttpsiceyserver.pgp.compkciResponses O] @ || B4 X | @8 pep Gobal Directory
Arguivo

_1&]x|
x {1 2.7 8
Editar Exbir Fayoritos Ferramentas  Ajuda
E
EE& Global Directory @ 9
Verified Key Service’ Home Help

& The following PGP public key has been successfully submitted to the directory
u=a]

Gustavo Pereira de Lima
P | OxBDSOAEEA

7 T4A4 C993 F73B 015E 675D
A752 EOAF F039 6D50 AEEA

B [ gustavo ima@sefaz pe gov br

“/ D signatures from other users

The email addresses on this key must now be verified.

Averification email should arrive shortly to verify that you own the email address

on this key. You must follow the instructions in this email to complete the
verification process and publish your key.

Averification email has been sent to the following address:

Gustavo Pereira de Lima<gustavo lima@sefaz pe.gov.br>

Terms and Conditions | Key Verification

icy

| Download Verification Key | Submit Feedback

© 1991-2008 PGP Corporation. All Rights Reserved.
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14. Em até 24 horas sera enviado uma confirmagao para o e-mail cadastrado na chave, clique na opgéao
destacada para completar o processo:

De: PGP Global Directory <do-not-eply @keyserver 1.pgp.com =
Para: Gustavo Pereira de Lima
Cc

Assunto:  [PGP Global Directory] Werify Your Key

-~ Mensagem | ] PGP.sig

® & P Global Directory

= o

Verify Your Key

A PGP public key containing the email address gustavo limai@sefaz pe gov.br has been submitted to the
FGF Global Directory.

@ Complete the Verification Process _

To verify this key submission, please visit the PGP Global Directory by clicking the button above. You will
have the opportunity to review the details of the submitted key to ensure that it is vour key, and then choose
to accept or deny it.

If you did not submit this key or do not want this key in the PGP Global Directory, you may delete this
message and take no further action. The key will be automatically deleted within 14 days and you will not
receive any further email.

Thank you for your interest in the PGF Global Directory.

http:/fkeysernver! . pgp.com/vkdiv.e §i=dPZKEEQOFHAVOPOHRR SI2ZW2IW QYOO
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15. Completado o upload da chave sera possivel a outras pessoas baixar e utilizar a sua chave publica
efetuando uma busca atraves do seu nome/e-mail/Key ID e clicando em “Search” e na proxima pagina insira
o cbdigo de verificagao exibido e clique em “Submit”:

£ PGP Glol rectory - Windows Internet Explorer 1= x|
& = [ s eyeerier pocom e ey BRI % o o
Arguivo  Editar  Exibr Fayeritos Ferramentas  Ajuda

H

T
z
o

@EE Glohal Directory G

ified Kay Service' Homa

s Search For Keys
[qustavo lima@sefaz pe_gov.o
Enter a name, emai address, or key I advanced

The PGP Global Directory is a free service designed to make i easier to find and
trust the universe of PGP keys. Publish your key today and allow others to start

sending you secure email

(7. Publish Your Key Cu* Remove Your Key
‘U]a!' Upload your PGP public 1\ Remove vour kev rom
key to make it 1the searchable directory.
searchable by the PGP
communty.

Terms and Conditions | Key Verification Policy | Download Verification Key | Submit Fesdback

©1891-2008 PGP Corporation. All Rights Reserved

ent
/& PGP Global Director indows Internet Explorer —18] x|
@- | @ ntps: eyserver pgp.compuidcapteha.ever OJ=]| & | [B)[#2)[ X | |0 pep Giobal Dreciory x {1 2 Go3
Arquivo  Editar Exbir Favoritos Ferramentas  Ajuda
EE& Global Directo o ®
Verified Key Service’ Home Help

Please enter the characlers you see below:

ngither

Verification Code:

Entering the characters you see above allows the PGP Global
Directory - Verified Key Service to provide you with better search
results. The Verification Code ensures that only human beings
see these results, and not computer programs used by
spammers to harvest email addresses.

Ifyou are not sure what the characters are, enter your best
guess. You will have the opportunity to try again ifyou guess

incorrectly.
( supmit ) < m—

Terms and Conditions | Key Verification Policy | Download Verification Key | Submit Feedback

@ 1891-2008 PGP Corporation. All Rights Reserved
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16. ApOs a busca sera exibido as chaves existentes, para baixar a chave desejada clique em download
conforme abaixo e selecione o local onde sera salvo o arquivo:

& PGP Global Directory - Windows Internet Explorer

_18(x|
()% [ & rttps: keyserver.pop.com i sumitsearer O 2] B | B3] 42/ X || & pep obalorectery x ke
Arguivo  Editer  Exibir Fayoritos  Ferramentas  Ajuda
EEE Global Directory & ®
Verified Key Service' Home Help.
Search Results
Search again
(LQ [Name or Emair =] [is =1 [paulo pacheco@setaz
Wame £mall Address Download
Paulo Pacheco [ paulo pacheco@sefaz pe. gov.br o _
Terms and Condtions | Key V Download Verification Key | Submit Feedback
o191 Al Rights Reserved

H100% -

17. Apos salvar a chave publica da pessoa vamos importar ela no Gpg4Win. Clique no menu Keys > Imports
Keys conforme mostrado abaixo:

«” GNU Privacy Assistant - Key Manager
Fle Edt | Keys <coffj mum—
2 @ @ aefeh lo | %

Edit Delete —
S

]

@2 Sign Keys. ..
Ke Set Owner Trust...
§ &% Edit Private Key...

User name: Gustavo Pereira de Lima <gustavo lima@sefaz.pe.gov.br>
Key ID: 6D50AEEA
Fingerprint: 7444 C993 F738 015E 6750 A752 EQAF FO39 6050 AEEA
Expires at: never expires
Owner Trust: Ultimate
Key validity: Fully valid
type: RSA 2048 bits
Created at: 2013-07-02

Key

8 [

£ |B 0O

Refresh | Files Clipboard Card

talled |

New key... Preferences

Delete keys

Cirl+

stavo.ima@sefaz.pe.gov.br

& Export Keys...

Badckup...

The key has both a private and a public part
The key can be used for certification, signing and encryption.

Selected default key: 6D50AEEA Gustavo Pereira de Lima <gustavo.ima@sefaz.pe.gov.br=
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18. Na janela abaixo selecione o arquivo que foi baixado e clique em “open”:
Recently Used
Places Mame |gize [Modified = | « |
+ Search % Arguivo.docx Obytes  11:49
&) Recently Used [ Arquive.docx.gpg 332bytes 11:49
[~ gustavo.ima. SFSEDE [ Gustavolima_KeyPublic,asc 7,6 kB 11:36
[ Desktop K PauloPacheco_KeyPublic.25: < mm— 2,148 11:34
& Disco Local {C2) | GustavoPereiradelima_Key 1,8 kB 11:19
< GUSTAVOLIMA (D3) (1 Key.asc 6,1k 1104
» Gustavo Lima (E:)
-+ basedeconhedment...
& _gocts (Visf038341 ..
& basedeconhedment...
o UTILITARIOSS (Waf...
 Planilhas de Control...
& _Ponto_MNUDSS (Vs...
& _Ponto_MUDSS (Vis...
¥ Publico_San_Rafael.. |
o [
Cancel Open
19. Sera confirmada a importacao da chave publica conforme tela abaixo:
" GNU Privacy Assistant - Key Manager o o =] |

File Edit Keys Windows Server Help
e & | @ ‘ ¢ @ o 2 | B 0O j
Edit Delete. Sign Impert Export Brief Detaied Preferences Refresh Files Clipboard Card

ﬁ Key Manager

- | |KE\-'1D‘ |UserName

3 P 6DS0AEEA Gustavo Pereira de Lima <gustavo,lima @sefaz.pe.gov.br=
=3 P 398DD55F Paulo Pacheco <paulo.pad"leoo@sefaz.pe.gov.br>_

1 public keys read
1 public keys imported

'H 0 public keys unchanged

0 secret keys read
0 secret keys imported

0 secret keys unchanged

3|

Selected default key: 6DS0AEEA Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov.br>
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Criptografando e descriptografando arquivos com o Gpg4Win

1. Com o GPA aberto clique “Files” conforme tela abaixo:

2. Sera uma nova janela clique “Open” conforme mostrado abaixo:

+” GNU Privacy Assistant - Key Manager B

File Edit Keys Windows Server Help

B [= 1|

Mﬁfaéﬁcfi|@€9 %

Edit Delete Sign Import Export Brief Detailed Preferences

= = =
Refresh Files iPboard  Card

R Key Manager

- | |KEY]:DA IUsErNamE

=3 P GD5S0AEEA Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov.br=

=& P 398DD59F Paulo Pacheco <paulo.pache

The key has only a public part
The key can be used for certification, signing and encryption.
User name: Paulo Pacheco <paulo.pacheco@sefaz.pe.gov.br>
Key ID: 398DDS5SF
Fingerprint: 991F 4A45 60FS 5372 A758 7AS3 6A1E DAE1 398D DSoF
Expires at: never expires
Owner Trust: Unknown
Key wvalidity: Unknown
Key type: RSA 2048 bits
Created at: 2013-07-01

Selected default key: 6D5S0AEEA Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov.br>

+" GNU Privacy Assistant - File Manager N

File Edit Windows Help

_{ol

® 0O

Keyring Clipboard Card

’@&|‘§‘é

Sign. Werity: Encypt Deoypt Preferences

|~ File Manager

File
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3. Na nova janela escolha o arquivo que deseja criptografar e clique em “Open”:

«" Open File E il
./'l 4 |I"_'_' gustave.lima.SFSEDE Downloads || Testes
Places |~ | [Name * [Size Modified 4 ;I
2, Search

Obytes 11:40
& Recently Used

[ gustavo.lima.SFSEDE

[ Desktop

&z Disco Local (C:)

= GUSTAVOLIMA (D:)
& Gustavo Lima (E:)

& basedeconhedment. ..
w+ _gocts (V\sf038341...
& basedeconhedment...

& UTILITARIOSS (\\sf..

= Planilhas de Contral...

& _Ponto_NUDS$ (\ls...

& _Ponto_NUDSS (\is...

& Publico_San_Rafael... LI

o o

4. Sera exibido o arquivo na janela do File Manager, selecione o arquivo e clique em “Encrypt”:

+” GNU Privacy Assistant - File Manager M
File Edit Windows Help

B a | & @ @ H ;
Open  Clear Sign  Verify Encrypt rypt Preferences
) File Manager

File

1ol x|

® 0O

Keyring Clipboard Card

C:\Users\gustavo.lima. SFSEDE\Downloads \Testes\Arquivo:
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5. Selecione a chave que sera usada para criptografar o arquivo desejado e clique em OK:
OBS: Nesta janela é possivel criptografar o arquivo com a chave publica de uma pessoa e assinar o

documento com a sua chave de criptografia marcando a opgao “Sign” e selecionando sua chave conforme
mostrado abaixo.

+* Encrypt documents i X
ublic Keys

KeyID 4 | User Mame

BDS0AEEA  Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov.br>

3980D59F Paulo Pacheco <paulo.pacheco@sefaz.pe.gov.br>

| [ sin I
Sign as

EodlieT. |
> 1

6DS0AEEA Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov.br>

l_ Armor

6. Entdo sera criado um arquivo criptografado conforme mostrado abaixo, este arquivo que sera enviado para a
pessoa desejada:

+” GNU Privacy Assistant - File Manager

; ~loix|
Eile Edit Windows Help

B a| & 8B 8 6 ‘ o & 0O J

Open Clear Sign Verify Encaypt Deaypt | Preferences Keyring Clipboard Card
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7. Quando recebido um arquivo criptografado tera que ser feita a descriptografia do mesmo, seguindo os
passos 1, 2 e 3 deste item.

8. Apos selecionado o arquivo desejado para ser descriptografado clique em “Decrypt” conforme abaixo:

=
File Edit Windows Help
B a | &= @ @ @ ‘ 6 b 5] )
Open Clear Sign  Verify Encrypt Deaypt Preferences Keyring Clipboard Card
[ =, -
- File Manager
File

C:\Users\gustavo.lima.SFSEDE \Downloads \Testes\Arquive

9. Sera solicitado a frase secreta cadastrada na sua chave de criptografia. Apds digitar clique em OK.
@pmenty x|

{ _1 . Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
F | "Gustavo Pereira de Lima <gustavo.lima@sefaz.pe.gov.br="
| 2043-bit RSA key, ID DOB518E9,

created 2013-07-02 (main key ID 60 50AEEA).

Passphrase I
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10. Apos digitar a frase secreta sera criado o arquivo descriptografado conforme mostrado abaixo:

-~ Gy Privacy Assitant -FieMansger JR1=TEY
File Edit Windows Help

B & | & & B8 @ ‘ % 5 B ]

Open  Clear Sign Verify Encrypt Decrypt Preferences Keyring Clipboard Card

|~ File Manager

m 6. Anexo(s) &

Nao se aplica.

m 7. Glossario4

Disponivel no mesmo nivel da pasta do PGP deste POP, como "Glossario do PGP e POP”.

m 8. Histérico das Atualizacoes 4

Numero Data Historico Responsavel

1 02/07/2013 | Criagdo do POP - Instalagao do Gpg4win « Gustavo Lima



file:///C:/Users/gabriela.florio/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/filipe.sousa/Configura%C3%A7%C3%B5es%20locais/Documents%20and%20Settings/julio.almeida/Configura%C3%A7%C3%B5es%20locais/Temp/POP-GOP-10%20BACKUP%20SERVIDOR%20CORREIO%20DEMAIS%20PR%C3%89DIOS%20-%20FISEPE.doc#Topo
file:///C:/Users/gabriela.florio/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/filipe.sousa/Configura%C3%A7%C3%B5es%20locais/Documents%20and%20Settings/julio.almeida/Configura%C3%A7%C3%B5es%20locais/Temp/POP-GOP-10%20BACKUP%20SERVIDOR%20CORREIO%20DEMAIS%20PR%C3%89DIOS%20-%20FISEPE.doc#Topo

	Procedimento Operacional Padrão
	Versão: 1
	1. Objetivo
	2. Áreas de Aplicação
	3. Gestor deste POP

	4. Referências
	5. Descrição
	6. Anexo(s)
	7. Glossário
	8. Histórico das Atualizações

